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Who I Am

Scott Erven

Associate Director – Medical Device & Healthcare Security

Security Researcher

Over 15 Years Experience and 5 Years Direct Experience 

Managing Security In Healthcare Systems

Over 3 Years Researching Medical Device Security

@scotterven
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Agenda

Why Research Medical Devices
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Phase 3 Research: Admin Access

Diagnosis

Problem Awareness

Honeypot Research: Are Attacks A Reality?

Treatment Plans



Why Research Medical Devices
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Personal Impact

When we are at our most vulnerable, we will depend on 

these devices for life.

Even at times when we aren’t personally affected, 

people we care about may be.

Many of us rely on these devices daily.
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Malicious Intent Is Not A Prerequisite To Patient Safety Issues
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What We Are Doing

• Security-Focused Technical Assessment (not HIPAA)

• Research serves healthcare mission and values

• Equip defenders against accident and adversaries

Discover patient safety issuesMedical Device Assessment

• Healthcare Providers

• Medical Device Manufacturers

• Government Agencies (FDA and ICS-CERT)

Alert affected partiesCoordination & Notification

• Security and Healthcare Conferences

• 1-on-1 with healthcare providers

• Educating FDA and Healthcare Providers

Inoculate against future issuesPublic Awareness



Phase 1 Research:

Device Vulnerabilities



9

Weak default/hardcoded administrative credentials

• Treatment modification

• Cannot attribute action to individual

Known software vulnerabilities in existing and new devices

• Reliability and stability issues

• Increased deployment cost to preserve patient safety

Unencrypted data transmission and service authorization flaws

• Healthcare record privacy and integrity

• Treatment modification

Phase 1 Research: Device Vulnerabilities



Phase 2 Research:

Internet Exposure
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Shodan Search Initial Findings

Doing a search for anesthesia in Shodan and realized it was 

not an anesthesia workstation.

Located a public facing system with the Server Message 

Block (SMB) service open, and it was leaking intelligence 

about the healthcare organization’s entire network including 

medical devices.
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Initial Healthcare Organization Discovery

Very large US healthcare system consisting of over 12,000 

employees and over 3,000 physicians. Including large 

cardiovascular and neuroscience institutions. 

Exposed intelligence on over 68,000 systems and provided 

direct attack vector to the systems. 

Exposed numerous connected third-party organizations and 

healthcare systems. 
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Did We Only Find One?

No. We found hundreds!!

Change the search term and many more come up.  

Potentially thousands if you include exposed third-

party healthcare systems.
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Let Me Paint The Picture

Impact: 

System May Not Require Login

Impact:

Electronic Medical Record Systems
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Getting A Little Warmer!

Impact:

Pacemaker Controller 

Systems

Pediatric Nuclear Medicine

Anesthesia Systems
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Summary Of Devices Inside Organization

Anesthesia Systems – 21

Cardiology Systems – 488

Infusion Systems – 133

MRI – 97

PACS Systems – 323

Nuclear Medicine Systems – 67
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Potential Attacks - Physical

We know what type of systems and medical devices are inside 

the organization.

We know the healthcare organization and location.

We know the floor and office number.

We know if it has a lockout exemption.
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Potential Attacks - Phishing

We know what type of systems and medical devices are 

inside the organization.

We know the healthcare organization and employee names.

We know the hostname of all these devices.

We can create a custom payload to only target medical 

devices and systems with known vulnerabilities. 



19

Potential Attacks - Pivot

We know the direct public Internet facing system is vulnerable 

to MS08-067 and is Windows XP.

We know it is touching the backend networks because it is 

leaking all the systems it is connected to.

We can create a custom payload to pivot to only targeted 

medical devices and systems with known vulnerabilities. 



Phase 3 Research: 

Admin Access
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Disclosure Timeline

NOTE: ALL INFORMATION DISCLOSED WAS PUBLICLY AVAILABLE ON GE HEALTHCARE’S WEBSITE.

August 17th, 2014– Initial disclosure to GE 

Healthcare

September 16th, 2014 –

Additional disclosure to 

ICS/CERT

August 25th, 2014– Initial disclosure to ICS-

CERT

December 3rd, 

2014 –

Confirmation 

from ICS-CERT 

on completion 

of GE 

investigation 

and closing of 

issue.
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Response

GE quickly responded to reports both from myself and ICS-

CERT and outlined investigation plan for response.

After investigation GE responded that all credentials were default 

and not hard-coded.
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GE Discovery NM750b – Nuclear Imaging

CVE-2013-7404 CVSS = 10

Manufacturer Model Version Type of Device
Type of 

Account
Login info

GE Discovery NM 750b Nuclear Imaging Telnet- Root
UserID = "insite" Password = 

"2getin"

GE Discovery NM 750b Nuclear Imaging FTP- Admin
UserID = "insite" Password = 

"2getin"
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CVE-2011-5374 

CVE-2011-5374 GE Discovery NM670/NM630 - Nuclear Imaging/CT

Manufacturer Model Version Type of Device
Type of 

Account
Login info

GE Discovery NM670 Nuclear Imaging/CT SU Account
UserID = "su" 

Password = "install"

GE Discovery NM670 Nuclear Imaging/CT Service Account
UserID = "service" Password = 

"#bigguy1"

GE Discovery NM670 Nuclear Imaging/CT Root Account
UserID = "root" 

Password = "install"

GE Discovery NM630 Nuclear Imaging SU Account
UserID = "su" 

Password = "install"

GE Discovery NM630 Nuclear Imaging/CT Service Account
UserID = "service" Password = 

"#bigguy1"

GE Discovery NM630 Nuclear Imaging/CT Root Account
UserID = "root" 

Password = "install"
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GE Login Credentials Word Cloud
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So If They Are Indeed Default Are There Still Issues

• Documentation instructs in some cases to not change credentials and not allow 

password reset.

• Documentation instructs in some cases to not change password or your account 

will not be able to be supported.

• Documentation not updated with how to change default credentials and secure 

configuration guides are lacking.

• Support personal often rely on implementation documentation so these logins are 

heavily utilized in the healthcare industry.
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Examples
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Examples
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Examples
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Examples
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Examples



Honeypot Research: 

Are Attacks A Reality?
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Real World Attacks

Using known default login information for remote access?

Leveraging existing exploits for remote command execution?

Custom malware?

Malicious intent to interfere with the device (or worse, someone using the 
device)?

Campaigns against specific vendor devices?

What we 

were hoping 

to see…



34

Real World Attacks – The Data 

Data

Honeypots 10

Successful logins (SSH/Web): 55,416

Successful exploits

(Majority is MS08-067)
24

Dropped malware samples 299

Top 3 Source Countries Netherlands, China, Korea

HoneyCreds login 8

HoneyCred logins are unique to the honeypot ssh/web service, someone did some 

research. 
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Did they realize they had root on a MRI machine? 

What did the attacker do once he got in?

Probably not

Nothing  

Are there owned medical devices calling back to a C2? 

No

Yes

Real World Attacks – Conclusion

Do the C2 owners know what the information 

they are sitting on? 
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Are these devices being compromised due to 

unintentional attacks?

Have we seen evidence of intentional targeted attacks

Absolutely

Not yet

Real World Attacks – Conclusion



Diagnosis
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Technical Properties

Exposed, vulnerable systems

Lack of patient safety alignment in medical device cyber security practices 

• All software has flaws.

• Connectivity increases potential interactions.

• A software-driven, connected medical device is a vulnerable, exposed one.



Problem Awareness
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Problem Awareness

Transition From Patient Privacy To Patient Safety
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Problem Awareness

Medical devices are increasingly accessible due to the 
nature of healthcare

1

HIPAA focuses on patient privacy, not patient safety.2

FDA does not validate cyber safety controls. 3

Malicious intent is not a prerequisite for adverse patient 
outcomes.

4



Isolation and Silos

PhysiciansRisk

Compliance Procurement

IT

Administration Board

Biomed Legal



Device Manufacturers

Stakeholder Ecosystem

Patients

Security Researchers

Insurance

Healthcare

Providers

Regulators Industry Groups



Treatment Plans
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Treatment Plans

• Scan your biomedical device environment 

for default credentials and known security 

vulnerabilities.

• Report identified issues to manufacturer for 

remediation in your environment.  Escalate 

to FDA if unresponsive.
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Treatment Plans

It falls to all of us. Patient safety is not a spectator sport.

• Stakeholders must understand prerequisites

• Multi-stakeholder teams and conversations

• Engage with willing allies where domains of 

expertise overlap

• Incorporate safety into existing processes



47

Summary of Current State

• FDA receives “several hundred thousand” reports of patient safety issues per year 

related to medical devices

• Cyber safety investigations hampered by evidence capture capabilities.

• New devices are coming to market with long-known defects.

• Existing devices aren’t consistently maintained and updated.

Continue As-Is
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Summary of Recommended Treatment

• Patient safety as the overriding objective

• Avoid failed practices and iteratively evolve better ones

• Engage internal and external stakeholders

• Safety into existing practices and governance

Projected Outcomes

• “Reliable medical devices to market without undue delay or cost.”

• Collaboration among willing allies on common terms

• Medical devices resilient against accidents and adversaries

A Better Way
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Highlights From The Last 12 Months

• FDA Pre-Market Guidance and Workshop1

• IEEE Workshop

• Embraced by healthcare community conferences

• Atlantic Council Cyber Wednesday2

• Vulnerability Disclosure Policies

• Vulnerability Disclosure Brainstorming and Education with FDA

• FDA Safety Communications BEFORE evidence of harm

1http://www.fda.gov/MedicalDevices/NewsEvents/WorkshopsConferences/ucm412979.htm
2http://www.atlanticcouncil.org/events/webcasts/cyber-risk-wednesday-the-healthcare-internet-of-things-

rewards-and-risks
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Q&A

Scott Erven

Associate Director

Protiviti

Twitter: @scotterven

Email: scott.erven@protiviti.com


